[image: image4.jpg]mFSAP

—°Y

mmmmmm
Packaging
Professionals




Prerequisite Programs
1) Quality Systems Policy
a) Purpose:
This program should define how management will insure products produced are safe, comply with regulations, and meet customer expectations.
b) Expectations:  

Program should include but not limited to:
· Management commitment to quality and food safety

· Crisis management

· Notification of change

· Continuous Improvement
2) Good Manufacturing Practices (GMP’s)

a) Purpose:  
Quality measures that help assure safe products are being produced consistently.  GMP’s aid in the organization, maintenance, and operation of a sanitary process and environment in the facility.  The program should encompass a wide range of food safety procedures related to the products manufactured in the facility.  All plant personnel, visitors, maintenance, and outside contractors should be aware of and expected to follow good GMP’s.  
b) Expectations: 
Program should include but not limited to:
· Personnel Hygiene / Hand washing
· Infectious/Communicable Diseases and Wounds

· Employee Practices

· PPE’s Required – e.g. hairnets, beard guards, gloves, shoes, uniforms, earplugs
· Eating, drinking, smoking

· Jewelry and Personal Dress
· Facilities and Grounds Expectations

· Storage of Personal and Food Items

· Locker Rooms

· Daily Housekeeping/Cleaning to minimize contamination
c) Examples/Supporting Documentation:

· Additional information can be found:  U.S Code of Federal Regulations 21CFR 110 - http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/cfrsearch.cfm?cfrpart=110
3) Food Safety & Quality Systems

a) Purpose:
The goal of this program is to ensure raw materials and finished products meet all local and federal food safety regulations as well as specification.
b) Expectations:  

Program should include but not limited to:
· An assigned person/position responsible for maintaining program

· Certificate of Analysis (COA) or Certificate of Conformance (COC) 

· Facility should not allow chemicals, raw materials, or label material to be used in the process without being accompanied by a guarantee that specification is met

· A procedure addressing materials receipt and missing documentation (e.g. how to obtain the documentation, what to do with materials prior to receipt of COA, responsibilities and expectations of suppliers)

· Letters of Guarantee (LOG)

· An assurance letter shall be supplied stating that finished product meets regulatory compliance for specified packaging material

· Other guarantees (e.g. heavy metals compliance, Proposition 65, etc.)

c) Examples/Supporting Documentation:

· Additional information can be found:  
· Code of Federal Regulations (CFR) Citations for Color Additives, Food Ingredients & Packaging  - http://www.fda.gov/Food/GuidanceComplianceRegulatoryInformation/GuidanceDocuments/FoodIngredientsandPackaging/ucm082463.htm
· Food ingredients and packaging guidance for industry - http://www.fda.gov/Food/GuidanceComplianceRegulatoryInformation/GuidanceDocuments/FoodIngredientsandPackaging/default.htm
· Proposition 65 - http://oehha.ca.gov/prop65.html
· Heavy metals guarantee - http://www.toxicsinpackaging.org/
4) Traceability & Recall

a) Purpose:
The goal of this program is to protect the customer from the possible event of a product safety failure by removing all suspect products from the distribution channels in the least amount of time, once a product recall or withdrawal is warranted and initiated
b) Expectations:  

Program should include but not limited to:
· An assigned person/position responsible for managing the program

· Mock recall should be performed (forwards to the customer and backwards to the raw materials) at least annually in which lot traceability is maintained

· Mock recall should include the following items:

· Scope/Summary of the recall – e.g. what was the product, lot information, time, % recovery, was the recall successful and meet expectations
· Inventory/shipment and processing records
· Recall and notification procedures including contact information

· Action plans

· Product disposition and guidelines

· Hold area procedures

· Contact information for customers and regulatory agencies

5) Pest Control Program

a) Purpose:  
The goal of the pest control program is to exclude pests from the plant (e.g. rodents, insects, and birds).  The program is carried out through a licensed company which meets all Federal, State, and Local regulatory requirements or by a licensed employee.  The pest control program assists the plant in maintaining a pest-free environment.
b) Expectations:  
Program should include but not limited to:
· An assigned person/position responsible for managing the program
· Pest Control Policy

· Licensed & Insured Pest Control Company (unless handled internally) with current records available

· Internal/External device monitoring logs with trend charts

· Register of approved chemicals/bait that include:

· Name of chemical and area of application
· MSDS’s and sample labels

· Pesticides should be stored off site

· Internal verification of contractor

· Food Safety/GMP training for the PCO

6) Documentation & Record Control

a) Purpose:  
The document control program ensures current and accurate information is distributed via documentation throughout the plant.  A document control policy shall be in place and audited.  
b) Expectations:  
Program should include but not limited to:
· Document retention times shall be defined
· Documentation shall be adequately secured to reduce the risk of tampering
· Good record keeping practices shall be followed

· Ensure records are adequate to confirm conformance to specified standards and to demonstrate the quality system is effective

7) Allergen Awareness/Management Program  
a) Purpose:
The allergen control program ensures facility has evaluated processes and facility to mitigate any risk of allergen related food safety incidents. 
b) Expectations: 
· An assigned person/position responsible for managing the program
· Program shall include annual employee training on allergen awareness as well as on specific areas based on the type of material being produced
· Program should consider 3 areas of allergen uses in the plant:
1. Packaging printing/artwork control (prevent potential mislabeling of foods)

· Verification that print copy matches customer proof copy

· Layout of copy to prevent potential for materials to be mixed after printing/cutting/stacking

· Control of printing plates, cylinders, and blankets to prevent use of obsolete or incorrect media

· Control of materials within the manufacturing process to prevent mixing of materials within a box, roll, skid, pallet, etc

2. Raw materials/processing aids that contain allergens (e.g. wheat, soy)

· Evaluation should be completed yearly or any time a new material is introduced to the process to determine any allergens are present in raw materials and processing aids
· If allergens are present appropriate cleaning/sanitizing steps must be taken along with appropriate testing/verification

3. Allergen presence in the facility

· Evaluation should be completed to determine if any allergens are present in vending machines, employee lunches, etc.
c) Examples/Supporting Documentation:
· Additional information can be found:  Food Allergy Research & Resource Program  
http://www.farrp.org
8) Foreign Material & Defect Control

a) Purpose:
Designed to ensure facility minimizes any foreign or extraneous material contamination
b) Expectations:  
Program should include but not limited to:
· Glass / Brittle Plastics / Ceramics Control Program –
· Register of all glass, brittle plastics, and ceramics in production areas
· Register should be audited on predetermined basis (should be based on risk) – e.g. computer monitors, lab equipment, structural glass, gauges, lights, doors, alarms, fork truck lights, etc.)
· Items should be replaced with shatterproof versions if available
· Clean up / Product Isolation Procedure
· Other process controls should be considered based on feasibility
· Vision systems
· Metal detectors 
9) Process Control
a) Purpose:
All employees are part of facilitating a quality assurance program to ensure 100% compliance to the company and customer standards
b) Expectations:  
Program should include but not limited to:
· An assigned person/position responsible for managing the program

· Testing and quality checks at pre-determined frequencies

· Use of statistical process control to determine capabilities

· Equipment calibration program

· Employee training program
· Quality documentation completed and reviewed by quality or operations personnel

10) Line Clearance
a) Purpose:
To minimize the potential of product mix, all labels, packing material, documentation, and previous products run shall be removed from the machine and surrounding area prior to brining materials for the next job to the work area
b) Expectations:  

Program should include but not limited to:

· An assigned person/position responsible for managing the program

· Line clearance shall be documented and a secondary inspection is recommended
· Line clearance records shall be retained following existing company policy

11) Cleaning / Sanitation 

a) Purpose:  
This program will vary based upon the products and processes at the facility.  The goal of the program is to maintain a sanitary/clean environment necessary for the production of food packaging of the highest quality and safety.
b) Expectations:  
Program should include but not limited to:
· An assigned person/position responsible for managing the program

· Detailed cleaning/sanitizing instructions for each piece of equipment or area.  Instructions should include chemicals used and concentrations.

· An approved cleaning/sanitizing chemical list and areas/equipment used

· Cleaning schedule that defines frequency of each piece of equipment / area

12) Preventative Maintenance

a) Purpose:
This program is designed to inspect and prepare equipment to ensure precise performance.
b) Expectations:  
Program should include but not limited to:
· An assigned person/position responsible for managing the program
· Tracking of equipment undergoing maintenance and temporary repairs
· Preventative maintenance schedule with frequencies and verification
· A tools and parts control/reconciliation program
· Preventive maintenance instructions should include a cleaning/sanitation step and/or inspection procedures before machine is put back into production
· All PM’s should be documented

13) Food Defense/Plant Security

a) Purpose:

The facility shall have systems in place to ensure the security of the workplace and that products have not been adulterated or misbranded

b) Expectations:  
Program should include but not limited to:
· An assigned person/position responsible for managing the program

· Security audits shall occur at least yearly or if major changes have occurred to building and equipment

· Obsolete/unused printed packaging materials shall be disposed of properly (e.g. defaced, destroyed, shredded, etc.)

c) Examples/Supporting Documentation:

· Additional information can be found:  C-TPAT Program - http://www.ctpat.com/documents/ctpat_strategicplan.pdf
· Examples of security assessments:
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14) Corrective Action System/Customer Complaints
a) Purpose:

The goal is to resolve all customer complaints quickly, completely, and to the satisfaction of the customer and the plant.

b) Expectations:  
Program should include but not limited to:
· An assigned person/position responsible for managing the program

· Customer complaint procedure

· Identification of food safety versus quality issue

· Root cause analysis

· Follow-up & corrective action plan

· Response to the customer

· Disposition of product

15) Chemical Control Program

a) Purpose:

The goal of this program is to eliminate the possibility of contamination of food contact surfaces and finished products with non food grade substances.  This program also protects employees and the production area from exposure to hazardous chemicals by managing the purchase, receiving, storage, mixing, labeling and use of all chemicals in the plant.

b) Expectations:  

Program should include but not limited to:

· An assigned person/position responsible for managing the program

· An approved chemical list with intended uses

· Chemical storage areas should be segregated and controlled

· Training

· Hazardous Communication / Emergency Procedures

· MSDS

· Facility should maintain a MSDS program and not allow chemicals to enter facility unless approved and accompanied by material safety data sheet
· MSDS’s should be available to all employees
16) Internal Audits
a) Purpose:

The facility shall follow a strict documented self-auditing program of quality and food safety programs, which involves the participation of all managers to be audit ready and in compliance.

b) Expectations:  

Program should include but not limited to:

· An assigned person/position responsible for managing the program

· A written procedure and audit check sheet

· The audit frequency

· A written report and documented corrective actions

· Key performance indicators for the plant
17) Microbiological Control Program
a) Purpose:
To ensure the risk of microbiological contamination is evaluated and controlled.  Micro testing requirements will vary based upon products, processes, government, and industry requirements.
b) Expectations:  

Program should include but not limited to:

· An assigned person/position responsible for managing the program

· Documentation from municipality or lab indicating water in facility is potable
· If facility uses water-based processing aids (e.g. mandrel lubricants), measures should be taken and documented to ensure micro contamination is not present.  Verification is recommended by an outside laboratory.
�
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C-TPAT Importer Security Criteria (03-25-2005)

C-TPAT Security Criteria Importers

Importers must conduct a comprehensive assessment of their international supply chains based upon the following C-TPAT security criteria. Where an importer outsources or contracts elements of their supply chain, such as a foreign facility, conveyance, domestic warehouse, or other elements, the importer must work with these business partners to ensure that pertinent security measures are in place and adhered to throughout their supply chain. The supply chain for C-TPAT purposes is defined from point of origin (manufacturer/supplier/vendor) through to point of distribution – and recognizes the diverse business models C-TPAT members employ. 


C-TPAT recognizes the complexity of international supply chains and endorses the application and implementation of security measures based upon risk analysis. Therefore, the program allows for flexibility and the customization of security plans based on the member’s business model. 


Appropriate security measures, as listed throughout this document, must be implemented and maintained throughout the importer’s supply chains - based on risk. 


Business Partner Requirement

Importers must have written and verifiable processes for the selection of business partners including manufacturers, product suppliers and vendors. 


Security procedures

For those business partners eligible for C-TPAT certification (carriers, ports, terminals, brokers, consolidators, etc.) the importer must have documentation (e.g., C-TPAT certificate, SVI number, etc.) indicating whether these business partners are or are not C-TPAT certified.  For those business partners not eligible for C-TPAT certification, importers must require their business partners to demonstrate that they are meeting C-TPAT security criteria via written/electronic confirmation (e.g., contractual obligations; via a letter from a senior business partner officer attesting to compliance; a written statement from the business partner demonstrating their compliance with C-TPAT security criteria or an equivalent WCO accredited security program administered by a foreign customs authority; or, by providing a completed importer security questionnaire).Based upon a documented risk assessment process, non-C-TPAT eligible business partners must be subject to verification of compliance with C-TPAT security criteria by the importer.

Point of Origin

Importers must ensure business partners develop security processes and procedures consistent with the C-TPAT security criteria to enhance the integrity of the shipment at point of origin. Periodic reviews of business partners’ processes and facilities should be conducted based on risk, and should maintain the security standards required by the importer.

Participation / Certification in Foreign Customs Administrations Supply Chain Security Programs

Current or prospective business partners who have obtained a certification in a supply chain security program being administered by foreign Customs Administration should be required to indicate their status of participation to the importer. 


Other Internal criteria for selection

Internal requirements, such as financial soundness, capability of meeting contractual security requirements, and the ability to identify and correct security deficiencies as needed, should be addressed by the importer. Internal requirements should be assessed against a risk-based process as determined by an internal management team. 


Container Security 

Container integrity must be maintained to protect against the introduction of unauthorized material and/or persons. At point of stuffing, procedures must be in place to properly seal and maintain the integrity of the shipping containers. A high security seal must be affixed to all loaded containers bound for the U.S. All seals must meet or exceed the current PAS ISO 17712 standards for high security seals. 


Container Inspection

Procedures must be in place to verify the physical integrity of the container structure prior to stuffing, to include the reliability of the locking mechanisms of the doors. A seven-point inspection process is recommended for all containers: 


· Front wall 


· Left side 


· Right side 


· Floor 


· Ceiling/Roof 


· Inside/outside doors 


· Outside/Undercarriage 


Container Seals

Written procedures must stipulate how seals are to be controlled and affixed to loaded containers - to include procedures for recognizing and reporting compromised seals and/or containers to US Customs and Border Protection or the appropriate foreign authority. Only designated employees should distribute container seals for integrity purposes. 


Container Storage

Containers must be stored in a secure area to prevent unauthorized access and/or manipulation. Procedures must be in place for reporting and neutralizing unauthorized entry into containers or container storage areas. 


Physical Access Controls

Access controls prevent unauthorized entry to facilities, maintain control of employees and visitors, and protect company assets. Access controls must include the positive identification of all employees, visitors, and vendors at all points of entry. 


Employees

An employee identification system must be in place for positive identification and access control purposes. Employees should only be given access to those secure areas needed for the performance of their duties. Company management or security personnel must adequately control the issuance and removal of employee, visitor and vendor identification badges. Procedures for the issuance, removal and changing of access devices (e.g. keys, key cards, etc.) must be documented. 


Visitors

Visitors must present photo identification for documentation purposes upon arrival. All visitors should be escorted and visibly display temporary identification. 


Deliveries (including mail)

Proper vendor ID and/or photo identification must be presented for documentation purposes upon arrival by all vendors. Arriving packages and mail should be periodically screened before being disseminated. 


Challenging and Removing Unauthorized Persons

Procedures must be in place to identify, challenge and address unauthorized/unidentified persons. 


Personnel Security

Processes must be in place to screen prospective employees and to periodically check current employees. 


Pre-Employment Verification

Application information, such as employment history and references must be verified prior to employment. 


Background checks / investigations

Consistent with foreign, federal, state, and local regulations, background checks and investigations should be conducted for prospective employees. Once employed, periodic checks and reinvestigations should be performed based on cause, and/or the sensitivity of the employee’s position. 


Personnel Termination Procedures

Companies must have procedures in place to remove identification, facility, and system access for terminated employees. 


Procedural Security

Security measures must be in place to ensure the integrity and security of processes relevant to the transportation, handling, and storage of cargo in the supply chain. 


Documentation Processing

Procedures must be in place to ensure that all information used in the clearing of merchandise/cargo, is legible, complete, accurate, and protected against the exchange, loss or introduction of erroneous information. Documentation control must include safeguarding computer access and information. 


Manifesting Procedures

To help ensure the integrity of cargo received from abroad, procedures must be in place to ensure that information received from business partners is reported accurately and timely. 


Shipping & Receiving

Arriving cargo should be reconciled against information on the cargo manifest. The cargo should be accurately described, and the weights, labels, marks and piece count indicated and verified. Departing cargo should be verified against purchase or delivery orders. Drivers delivering or receiving cargo must be positively identified before cargo is received or released. 


Cargo Discrepancies

All shortages, overages, and other significant discrepancies or anomalies must be resolved and/or investigated appropriately. Customs and/or other appropriate law enforcement agencies must be notified if illegal or suspicious activities are detected - as appropriate. 


Security Training and Threat Awareness

A threat awareness program should be established and maintained by security personnel to recognize and foster awareness of the threat posed by terrorists at each point in the supply chain. Employees must be made aware of the procedures the company has in place to address a situation and how to report it. Additional training should be provided to employees in the shipping and receiving areas, as well as those receiving and opening mail.  Additionally, specific training should be offered to assist employees in maintaining cargo integrity, recognizing internal conspiracies, and protecting access controls. These programs should offer incentives for active employee participation. 


Physical Security

Cargo handling and storage facilities in domestic and foreign locations must have physical barriers and deterrents that guard against unauthorized access. Importers should incorporate the following C-TPAT physical security criteria throughout their supply chains as applicable. 


Fencing

Perimeter fencing should enclose the areas around cargo handling and storage facilities. Interior fencing within a cargo handling structure should be used to segregate domestic, international, high value, and hazardous cargo. All fencing must be regularly inspected for integrity and damage. 


Gates and Gate Houses

Gates through which vehicles and/or personnel enter or exit must be manned and/or monitored. The number of gates should be kept to the minimum necessary for proper access and safety. 


Parking

Private passenger vehicles should be prohibited from parking in or adjacent to cargo handling and storage areas. 


Building Structure

Buildings must be constructed of materials that resist unlawful entry. The integrity of structures must be maintained by periodic inspection and repair. 


Locking Devices and Key Controls

All external and internal windows, gates and fences must be secured with locking devices. Management or security personnel must control the issuance of all locks and keys. 


Lighting

Adequate lighting must be provided inside and outside the facility including the following areas: entrances and exits, cargo handling and storage areas, fence lines and parking areas. 


Alarms Systems & Video Surveillance Cameras

Alarm systems and video surveillance cameras should be utilized to monitor premises and prevent unauthorized access to cargo handling and storage areas. 


Information Technology Security

Password Protection

Automated systems must use individually assigned accounts that require a periodic change of password. IT security policies, procedures and standards must be in place and provided to employees in the form of training. 


Accountability

A system must be in place to identify the abuse of IT including improper access, tampering or the altering of business data. All system violators must be subject to appropriate disciplinary actions for abuse.
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		Security Assessment

		Protocol		Observations

		Security Management

		Is there a manager or supervisor responsible for implementing security at the facility?  (PROVIDE NAME)

		Are there written security policies and procedures covering physical security, access control, personnel security, conveyance security, and education & awareness?

		Are close relationships maintained with local law enforcement and other first responders?

		Are procedures in place to notify Customs and/or law enforcement of security incidents to include illegal activity, unauthorized entry, and seal discrepancies? (M)

		Are security program self-assessments conducted at least annually?

		Are all supply chain subcontractors (transportation, handling, storage, etc.) processing  product required to implement C-TPAT minimum standards? (M)

		Does the company participate in a foreign Customs Administration supply chain security program?  (If so, indicate program, level, and status) (Not applicable to US-based companies)

		Access Control

		Is there a system in place to positively identify employees? (M)

		Is employee access limited to those areas needed for the performance of their duties?

		Are written procedures in place covering the issuance, removal, and modifying of access devices (keys, key cards, etc.)? (M)

		Does management or security personnel control the issuance of all locks, keys, and access devices? (M)

		Does management or security personnel control the issuance and removal of employee and visitor identification badges? (M)

		Are visitor identities verified by checking photo IDs? (M)

		Are visitors logged?

		Are visitors required to display temporary identification?

		Are visitors escorted while at the facility?

		Are delivery driver (UPS, USPS, FedEx, etc.) and vendor identities verified by checking photo IDs? (M)

		Are procedures in place to identify and challenge unknown/unauthorized persons? (M)

		Is arriving mail and packages screened before being disseminated?

		Physical Security

		Do physical barriers and/or deterrents exist to prevent unauthorized access to cargo handling areas? (M)

		Is fencing used within cargo handling areas to segregate domestic, international, high value, and hazardous cargo?

		Where fence exists, is it regularly inspected for integrity and damage? (M)

		Where barriers/fence exist, are vehicle and pedestrian entry points (gates) manned or monitored? (M)

		Are the number of gates and building entry points kept to a minimum?

		Are buildings constructed of materials which resist unlawful entry? (M)

		Is the integrity of buildings periodically inspected and repairs made? (M)

		Are all external entry points (doors, windows, gates, docks, etc.) secured with locking devices when not in use? (M)

		Is lighting adequate to illuminate all fence lines, parking areas, cargo handling & storage areas, entrances and exits? (M)

		Are alarm and/or CCTV systems used to monitor the premises and prevent unauthorized access to cargo handling and storage areas?

		Is private vehicle parking segregated from cargo handling and storage areas?

		Container and Cargo Security

		Are procedures in place to ensure all information used to clear cargo is legible, complete, accurate, and protected against the exchange, loss, or introduction of erroneous information? (M)

		Do cargo documents accurately describe product, weights, labels, marks, and piece counts for verification?

		Are procedures in place to ensure information on inbound shipments is timely and accurate? (M)

		Are inbound shipments reconciled against cargo manifests?

		Are all Overage, Shortage, and Damage (OS&D) shipments investigated and resolved? (M)

		Are outbound shipments verified against purchase or delivery orders?

		Are truck driver and passenger identities verified by checking photo IDs? (M)

		Are trucks and drivers logged?

		Are drivers prohibited from entering the cargo handling area?

		Do written procedures exist for controlling and affixing container seals? (M)

		Is access to and distribution of seals limited to those with an operational need?

		With the exception of LTL or bulk raw product, are all inbound and outbound containers secured with tamper resistant seals? (M)

		Do all international shipments use high security seals meeting PAS ISO 17712 standards? (M)

		Is the physical integrity of all containers, to include locking mechanisms, inspected prior to stuffing? (M)

		Is a seven-point inspection process used?

		Are loaded and empty containers stored in a secure area to prevent unauthorized access and/or manipulation? (M)

		Are loaded and empty containers maintained in a fashion which would neutralize unauthorized entry when not actively being loaded or unloaded? (M)

		Personnel Security

		Are applicant employment history and references checked prior to employment? (M)

		Consistent with foreign, federal, and local regulations, are background checks conducted on prospective employees?

		Are periodic reinvestigations conducted for cause or on employees in sensitive positions?

		Are procedures in place to ensure the removal of all identification and facility access for terminated employees? (M)

		Information Technology Security

		Do automated systems use individual accounts and passwords which must be periodically changed? (M)

		Is access to shipping/receiving automated systems limited to those with an operational need? (M)

		Are employees trained on IT security policies and procedures? (M)

		Is a system in place to identify IT abuse including improper access, tampering, or altering of business data? (M)

		Are system users subject to disciplinary action for abuse? (M)

		Security Training and Awareness

		Are employees trained to recognize and be aware of potential threats and vulnerabilities?

		Are employees made aware of how to handle and report threat situations? (M)

		Is additional training provided to employees who screen mail and packages?

		Is additional training provided to shipping/receiving employees to recognize internal conspiracies and maintain cargo integrity?

		Does management offer incentives to employees who report threats and/or vulnerabilities?

		Highway Carrier & Third Party Logistics (3PL) Security

		Do drivers conduct systematic conveyance inspections upon entering and departing truck yards? (HC)

		Do supervisors or security managers conduct random conveyance inspections after driver inspections? (HC/3PL)

		Does the carrier have a method to track and monitor shipment integrity while in transport? (HC/3PL) (M)

		Does the carrier document unannounced verification that logs are maintained and tracking/monitoring procedures are being followed? (HC/3PL) (M)

		Are predetermined routes used, route checks conducted, and driver notification of route delays made? (HC/3PL)

		Does the carrier have written procedures for seal control and usage while in transit? (HC/3PL) (M)

		When seals are broken for any reason, do drivers notify dispatchers, to include by whom the seal was broken and the new seal number? (HC/3PL) (M)

		Does the carrier notify the shipper, broker, or importer when seals are broken to include the new seal number? (HC/3PL) (M)

		Are LTL shipments secured with high security padlocks or seals with a continuous seal log maintained? (HC/3PL) (M)

		Does the carrier have written procedures for ordering, issuing, activation, and deactivation of FAST transponders? (HC) (M)

		Does the carrier protect FAST transponders from misuse, compromise, theft, tampering, altering, and duplication? (HC) (M)

		Does the 3PL prevent subcontracting of supply chain services beyond a second party to eliminate "double brokering?" (3PL) (M)

		Even where the 3PL does not "exercise control" over the loading of containers, does the 3PL ensure procedures are in place to verify shipment legitimacy and prevent shipments from being used to facilitate the movement of contraband? (3PL) (M)

		Rail Carrier Security

		Does the carrier have written procedures to prevent the loading of contraband into cars while trains are in-transit? (M)

		Does the carrier have written procedures for reporting unauthorized entry into rail cars? (M)

		Does the carrier use a physical rail car tracking system to maintain inventory and movement information on rail cars? (M)

		Are carrier employees trained to conduct rail cars and locomotives for anomalies?

		Does the carrier maintain rail car integrity while in-transit? (M)

		Does the carrier record unannounced and unforeseen stops? (M)
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I.
FOOD DEFENSE PLAN MANAGEMENT


A food defense plan is a written document developed using established risk management procedures and compliments plant standard operating procedures for preventing intentional product tampering and responding to threats or actual incidents of intentional product tampering.



1.
Does this establishment have a written food defense plan?




‮
Yes




‮
No [GO TO QUESTION 4]



2.
Which of the following procedures, plans, or information are either 


included in the food security plan or have been put in place as a result of the food security plan?  (Check “Yes” or “No” for each item.)

		

		Yes

		No



		Is there a designated person or team to implement and oversee the food defense plan?

		

		



		Are members of the food security management team trained in all provisions of the food defense plan?

		

		



		Are periodic drills conducted on the operational elements of the plan?

		

		



		Are regular inspections conducted to verify key provisions of the plan?

		

		



		Is the plan reviewed (and revised if necessary) periodically?

		

		



		Are the details of food defense procedures kept confidential?

		

		



		Is the emergency contact information for local, state, and federal government homeland security authorities and public health officials included in the plants documents?


State contact list:  www.whitehouse.gov/homeland/contactmap.html

		

		



		Is the above contact information periodically reviewed and updated?

		

		



		Is there an established liaison between plant officials and the local law enforcement officials (if required by local law)?

		

		



		Is there an established relationship between the plant / corporate and the appropriate analytical laboratories for possible assistance in investigation of food tampering cases?

		

		



		Are procedures for responding to threats of product tampering detailed in the plan?


http://www.state.tn.us/agriculture/security/fsig.html

		

		



		Are communication procedures for notifying law enforcement, public health officials, and state authorities in-charge when a food security threat is received or when evidence of actual product tampering is observed included in the plan?

		

		



		

		Yes

		No



		Are procedures in the plan for safe handling and disposal of products contaminated with chemical or biological agents?

		

		



		Are employees encouraged to report signs of possible product tampering or breaks in food defense systems ?

		

		



		Are evacuation procedures in the security plan?


Visit www.osha.gov/dep/evacmatrix/index.html for guidance material provided by the U.S. Department of Labor, Occupational Safety and Health Administration

		

		



		Are procedures in place to restrict access to the facility during an emergency to authorized personnel only?

		

		



		Are designated entry points for emergency personnel clearly marked?

		

		



		Does the establishment have a documented recall plan?

		

		





II.
OUTSIDE SECURITY


3.
Which of the following security procedures does this establishment have in place for the exterior of this establishment?  (Check “Yes” or “No” for each procedure.)

		

		Yes

		No



		Are the plant’s boundaries and grounds secured to prevent entry by unauthorized persons (e.g., by locked fence or gate)?

		

		



		Are “No Trespassing” signs posted at plant’s boundaries?

		

		



		Is there sufficient outside lighting to allow detection of unusual activities on any part of the establishment outside premises during non-daylight hours?

		

		



		Do emergency exits have self-locking doors and/or alarms?

		

		



		Is positive identification required to control entry of visitors to the plant (e.g., picture Ids or sign-in/sign-out at entrance)?

		

		





4.
Are the following secured with locks, seals, or sensors at all times to prevent entry by unauthorized persons?  (Check “Yes” or “No” for each item, or “N/A” if the item is not applicable.)  


		

		Yes

		No

		N/A



		Outside doors and gates?



           

   

		

		

		            



		Windows?

		

		

		



		Roof openings?

		

		

		



		Vent openings?

		

		

		



		Trailer (truck) bodies?

		

		

		



		Tanker truck hatches?

		

		

		



		Railcars?

		

		

		



		Bulk storage tanks?

		

		

		





5.
Which of the following security procedures does this establishment have in place for vehicles entering the establishment?  (Check “Yes” or “No” for each procedure.)

		

		Yes

		No



		Are incoming commercial vehicles (e.g., delivery trucks) inspected for unusual cargo or activity?

		

		



		Are incoming tanker truck shipments checked for documentation of chain of custody prior to loading?

		

		



		Are employee vehicles identified using placards, decals, or some other form of visual identification?

		

		





III.
General inside Security

6.
Which of the following security procedures does this establishment have in place within the interior of this establishment?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable.)

		

		Yes

		No 

		N/A



		Is emergency lighting provided in the establishment?

		

		

		



		Is active surveillance of the inside facility and operations maintained?

		

		

		



		Are emergency alert systems tested periodically?

		

		

		



		Are the locations of controls for emergency alert systems clearly marked?

		

		

		



		Are all restricted areas (i.e., areas where only authorized employees have access) within the plant clearly marked?

		

		

		



		Are visitors, guests, and other non-establishment employees (e.g., contractors, salespeople, truck drivers) restricted to non-product areas unless accompanied by an authorized establishment employee?

		

		

		



		Are updated plant layout schematics provided at strategic and secured locations?

		

		

		



		Is a daily inventory of tools and utensils (e.g., knives) used conducted on a daily basis

		

		

		



		Is a daily check of secured areas at the facility conducted (warehouse doors, maintenance cage, etc.)?

		

		

		





7.
Are the central controls for the following restricted (e.g., by locked door/gate or limiting access to designated employees) to prevent access by unauthorized persons?



Check “Yes” or “No” for each item, or “N/A” if the item is not applicable.



www.cdc.gov/niosh/bldvent/2002-139.html

		

		Yes

		No

		N/A



		Heating, Ventilation, and Air Conditioning Systems?



		

		

		



		Propane Gas?

		

		

		



		Water systems?

		

		

		



		Electricity?

		

		

		





8.
Which of the following security procedures does this establishment have in place for its in-plant laboratory facilities, equipment, and operations?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable [e.g., this establishment does not use live cultures of pathogenic bacteria].)


		

		Yes

		No

		N/A



		Is access to the in-plant laboratory facilities restricted to authorized employees? (e.g., by locked door, pass card, etc.)

		

		

		



		Is a procedure in place to receive and securely store reagents?

		

		

		



		Is a procedure in place to control and dispose of reagents?

		

		

		





9.
Does this establishment use a computer system to monitor processing operations?




‮
Yes




‮
No [GO TO QUESTION 12]


10.
Which of the following security procedures does this establishment have in place for its computer systems?  (Check “Yes” or “No” for each procedure.)




http://www.fiu.edu/security.guidelines.html

		

		Yes

		No



		Is the access to the system password-protected?


http://www.umich.edu/~policies/pw-security.html





		

		



		Are firewalls built into the computer network?

		

		



		Is the system using a current virus detection system?

		

		



		Is the system backed up regularly?

		

		





IV.
STORAGE SECURITY


11.
Which of the following security procedures does this establishment have in place for its storage areas?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable [e.g., this establishment does not use restricted ingredients].)


		

		Yes

		No

		N/A



		Is an access log maintained for ingredient storage areas?

		

		

		



		Is access to finished product storage areas restricted to designated employees?

		

		

		



		Is access to external storage facilities restricted to designated employees only?

		

		

		



		Are periodic security inspections of storage facilities (including temporary storage vehicles) conducted?

		

		

		



		Are records maintained on facility security inspections results?

		

		

		



		Are product labels and packaging held in a secure area to prevent theft and misuse?

		

		

		



		Is the inventory of finished products regularly checked for unexplained additions and withdrawals from existing stock?

		

		

		





12.
Which of the following security procedures does this establishment have in place for the storage of hazardous materials/chemicals such as pesticides, industrial chemicals, cleaning materials, sanitizers, and disinfectants?  (Check “Yes” or “No” for each procedure.)


		

		Yes

		No



		Is the access to inside and outside storage areas for hazardous materials/chemicals such as pesticides, industrial chemicals, cleaning materials, sanitizers, and disinfectants restricted to designated employees?

		

		



		Are hazardous material/chemical storage areas separated from production areas of plant?

		

		



		Is an inventory of hazardous materials/chemicals maintained?

		

		



		Are discrepancies in inventory of hazardous materials/chemicals immediately investigated?

		

		



		Are the storage areas for hazardous materials/chemicals constructed and safely vented in accordance with national or local building codes?

		

		



		Is a procedure in place to receive and securely store hazardous chemicals?

		

		



		Is a procedure in place to control disposition of hazardous chemicals?

		

		





IV.
SHIPPING AND RECEIVING SECURITY



Visit:  http://www.fsis.usda.gov/oa/topics/transportguide.htm

13.
Which of the following security procedures does this establishment have in place for its shipping and receiving operations?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable [e.g., no tanker trucks on premises].)

		

		Yes

		No

		N/A



		Are trailers on the premises maintained under lock and/or seal when not being loaded or unloaded?

		

		

		



		Are tanker trucks on the premises maintained under lock and seal when not being loaded or unloaded?

		

		

		



		Is the loading and unloading of vehicles transporting raw materials, finished products, or other materials  closely monitored?

		

		

		





14.
Which of the following security procedures does this establishment have in place for handling outgoing shipments?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable [e.g., no tanker trucks on premises].)

		

		Yes

		No

		N/A



		Are outgoing shipments sealed with tamper-evident seals?

		

		

		



		Are the seal numbers on outgoing shipment documented on the shipping documents?

		

		

		



		Are tanker trucks inspected for indications of the presence of potential threat agents prior to loading liquid products?

		

		

		





15.
Which of the following security procedures does this establishment have in place for handling incoming shipments?  ?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable [e.g., this establishment does not receive live animals].)


		

		Yes

		No

		N/A



		Is access to loading docks controlled to avoid unverified or unauthorized delieveries?

		

		

		



		Is advance notification from suppliers (by phone, e-mail, or fax) required for all incoming deliveries?

		

		

		



		Are suspicious alterations in the shipping documents immediately investigated?

		

		

		



		Are all deliveries verified against scheduled deliveries?

		

		

		



		Are unscheduled deliveries held outside facility premises pending verification?

		

		

		



		Are off-hour deliveries accepted?

		

		

		



		If off-hour deliveries are accepted, is prior notice of the delivery required?

		

		

		



		If off-hour deliveries are accepted, is the presence of authorized individual to verify and receive the delivery required?

		

		

		



		Is the integrity of internal compartments in the truck, lot packaging, or in-transit security checks for less-than-truckload (LTL) or partial load shipments of materials verified?

		

		

		



		Requires incoming shipments of raw product and finished products to be sealed with tamper-evident seals

		

		

		



		Are incoming shipments of raw product and finished products required to be sealed with numbered seals (and documented in the shipping documents) which are verified prior to entry?

		

		

		



		Is the integrity of incoming shipments of raw product and finished products checked at receiving dock for evidence of tampering?

		

		

		



		Are transportation companies selected with consideration of the procedures companies have in place to safeguard the security of product/animals being shipped?

		

		

		



		Are transportation companies selected with consideration of background checks conducted on drivers and other employees who have access to product/animals?

		

		

		





16.
Does this establishment allow returned goods, including returns of U.S. 


exported products, to enter the plant?




‮
Yes




‮
No [GO TO QUESTION 18]


17.
Which of the following security procedures does this establishment have in place for returned goods?  ?  (Check “Yes” or “No” for each procedure.)

		

		Yes

		No



		Are all returned goods examined for evidence of possible tampering before salvage or use in rework?

		

		



		Are records maintained of returned goods used in rework?

		

		



		Are returned goods reworked/examined at a separate designated location in the establishment to prevent potential cross-contamination of products?

		

		





VII.
WATER AND ICE SECURITY



Visit http://cfpub.epa.gov/safewater/watersecurity/index.cfm:



www.epa.gov/region1/eco/drinkwater/pdfs/drinkingH2Ofactsheet.pdf


for guidance material from the U.S. Environmental Protection Agency, Water 


Security.


18.
Which of the following security procedures does this establishment have in place for its water and ice supply?  ?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable.)

		

		Yes

		No

		N/A



		Is access to water wells restricted?  (e.g., by locked door/gate or limiting access to designated employees?

		

		

		



		Is access to ice-making equipment restricted?

		

		

		



		Is access to potable water restricted?

		

		

		



		Are potable water lines periodically inspected for possible tampering?

		

		

		



		Are non-potable water lines inspected for possible tampering (leaks, connected to potable lines, etc.)?

		

		

		



		Have arrangements been made with local health officials to ensure immediate notification of the plant if the potability of the public water supply is compromised?

		

		

		





VIII.
MAIL HANDLING SECURITY

19.
Which of the following security procedures does this establishment have in place to ensure mail handling security?


		

		Yes

		No

		N/A



		Is mail handling activity conducted in a separate room or facility away from in –plant food production/processing operations?

		

		

		



		Are mail-handlers trained to recognize and handle suspicious pieces of mail using U.S. Postal Service guidelines?


http://www.usps.com/news/2001/press/serviceupdates.htm

		

		

		





IX.
PERSONNEL SECURITY

20.
Which of the following security procedures does this establishment have in place for ensuring that establishment personnel adhere to the security requirements?  ?  (Check “Yes” or “No” for each procedure, or “N/A” if the procedure is not applicable [e.g., the establishment does not use contractors].)


		

		Yes

		No

		N/A



		Are background checks conducted on new permanent employees prior to hiring?

		

		

		



		Are background checks conducted on new temporary, seasonal, and contract employees prior to hiring?

		

		

		



		Do all plant employees receive training on security procedures as part of their orientation training?

		

		

		



		Are procedures in place to ensure positive identification/recognition of all employees?

		

		

		



		Are identification procedures in place to ensure the positive identification/recognition for temporary employees and contractors (including construction workers, cleaning crews, and truck drivers) in the establishment?

		

		

		



		Are procedures in place to ensure clear identification of personnel with their specific functions/assignments (e.g., colored garb)?

		

		

		



		Is a policy in place on what personal items may and may not be allowed inside the plant and within production areas?

		

		

		



		Are announced and unannounced inspections of employees’ lockers conducted?

		

		

		



		Are employees and/or visitors restricted on what they can bring (cameras, etc.) into plant?

		

		

		



		Are employees allowed to remove company-provided clothing or protective gear from the premises?

		

		

		






